The surge in computing power and mobile connectivity have fashioned a foundation for mobile health (mHealth) technologies that can transform the mode and quality of clinical research and health care on a global scale. Unimpeded by geographical boundaries, smartphone-linked wearable sensors, point-of-need diagnostic devices, and medical-grade imaging, all built around real-time data streams and supported by automated clinical decision-support tools, will enable care and enhance our understanding of physiological variability. However, the path to mHealth incorporation into clinical care is fraught with challenges. We currently lack high-quality evidence that supports the adoption of many new technologies and have financial, regulatory, and security hurdles to overcome. Fortunately, sweeping efforts are under way to establish the true capabilities and value of the evolving mHealth field.
are the best known and most ubiquitous of the wearables, sensor technologies can go well beyond step counts to provide a wealth of medicalgrade personalized information to help guide health and wellness. The potential capabilities of a wrist-worn sensor alone is exemplified by the more than one dozen biometric parameters that have been reported by different developers to be measurable in a primarily continuous fashion ( Fig. 1, inset) . Today, several devices are commercially available that allow individuals to determine their cardiac rhythm via a single-lead electrocardiogram (ECG), either by using their smartphone for rhythm capture whenever needed or by wearing a patch for prolonged continuous rhythm tracking (5) . When a single lead is not precise enough, there are shirts that allow for 3-or even 12-lead ECG monitoring while simultaneously tracking activity levels and respiratory rate. The ability to track multiple leads increases the accuracy of arrhythmia diagnosis.
Transformations are under way in blood pressure monitoring that forego the need for an inflatable cuff and, instead, use photoplethysmography (which optically detects blood volume changes in a tissue's microvasculature) and pulse transition time and permit more frequent, or even continuous, blood pressure tracking. Technologies such as these can bring critical care unit-like levels of monitoring to the daily lives of large human populations (6) . An especially innovative family of sensors has been developed around the ability to monitor autonomic nervous system function or so-called electrodermal metrics (galvanic skin response) and/or heart rate variability, with a goal of providing objective data of individualized daily variations in levels of emotional stress and anxiety (7) . The capability to quantitatively monitor emotional status might also be useful for following the efficacy of treatment strategies. Other notable examples of sensor technologies under development allow for a more personalized understanding of our daily response to the environment and include technologies that track sleep stages and disruptions (8) , monitor respiratory diseases (9) , and continuously track blood glucose concentrations (10) .
LAB ON A CHIP
Beyond sensor capabilities, the processing power and connectivity offered by smartphones allow for a range of medical testing to be taken out of the specialized core laboratory and brought directly to the individual. A combination of microfluidics (requiring just nanoor picoliter volumes of fluid) and microelectronics allows for the "digitization" of sweat, blood, saliva, urine, tears, and breath (11) . These diagnostic capabilities go well beyond improvement in the convenience of testing. Rather, they offer the possibility of entirely new diagnostic capabilities that would be accessible virtually anywhere, anytime. For example, several point-of-care (PoC) tests geared toward lowresource areas use microfluidics to allow rapid diagnosis of infectious diseases, which can accelerate individual diagnosis and treatment as well as population screening (12) . In addition, smartphone-linked genetic diagnostics are being designed to enable a rapid, accurate PoC diagnosis of a range of pathogens, along with future applications for clinical measurements and fields of study (such as pharmacogenomics) in which rapid genetic diagnosis would be beneficial (13) .
Simulation of a dog's powerful olfactory capabilities with development of "electronic noses," especially those linked to smartphones, might offer truly remarkable diagnostic capabilities for a vast array of conditions, including the early detection of cancers or infectious diseases such as tuberculosis (14, 15) .
IMAGING FROM AFAR
The high quality of the camera lenses and screen resolution of smartphones allows their optical systems to be used for a host of medical (20) . Dermatologic diagnostics may be especially well suited for exploiting the myriad smartphone capabilities for teledermatology (21) . The technologies highlighted above can improve care simply through their ability to markedly increase the accessibility and convenience of care by bringing clinic-and hospital-quality monitoring and diagnostics to the point of need. However, their greatest potential might be in allowing for the complete redefining of "normal" physiological responses and in enhancing our understanding of the natural histories of poorly defined chronic conditions. Continuous beat-to-beat monitoring of blood pressure throughout daily activities will help to refine the catchall diagnosis of "essential hypertension" as multiple distinct phenotypes. Similarly, understanding individual variation in response to stress and, with it, calming interventions will transform the identification and treatment of a wide range of mental health disorders. These and many more similar types of individual data should prove to be critical adjuncts to developing research programs focused on individualized (that is, precision or personalized) medicine.
CHALLENGES TO TRANSLATION
Expanding the evidence base As noted by these examples, there is great potential for mHealth technologies to reengineer almost every facet of health care and, in the process, markedly improve our understanding of human physiology in health and disease. Hypotheses around mHealth's potential are supported by predictions of financial analysts who estimate that the market for mHealth technology will grow at an annual rate of nearly 55%, from $1.5 billion globally in 2012 to $21.5 billion by 2018 (22) . Buoyed by these predictions, venture capital funding for mHealth has been increasing annually (Fig. 2) . However, growth of the evidence base necessary to drive transformational changes in health care has not been tracking with the expanding financial support. Indeed, although the number of mHealth-related publications is growing gradually, the majority of the published evidence in support of clinical use is limited to underpowered pilot data. For example, a recent study of mobile-enabled cardiac rehabilitation received a great deal of coverage in both the lay and medical press when it found a 40% reduction in hospital readmissions (23) . However, the study compared the outcomes in only 25 individuals who used the app with 19 individuals who followed a standard program, with those 19 experiencing a historically high readmission rate. Several recent meta-analyses and systematic reviews conclude that high-quality evidence is lacking for the use of mHealth to effect behavioral changes or to manage chronic diseases, inpatient care, or health care delivery (24) (25) (26) .
The need for high-quality research in the mHealth field was reinforced in a recently released green paper from the European Commission (27) . Designed to initiate broad stakeholder engagement so as to address the barriers to mHealth deployment, the authors note that more investment in research and innovation is needed to support the development of new, advanced mHealth solutions while ensuring a high degree of efficacy and reliability as well as secure data processing. The U.S. National Institutes of Health (NIH) convened an mHealth evidence workshop to address the evidence gap and drive the research "needed to assess when, where, and for whom mHealth devices, apps, and systems are efficacious" (28) . Many of the challenges of mHealth research were addressed in this workshop, including the need for collection of enormous quantities of real-world, patient-generated data and the singular problems associated with the rapid development and obsolescence of the new technologies to be studied.
Obtaining the necessary data to drive change offers opportunities and challenges. On the one hand, the distinctive features of mHealth technologies and the data generated can support a reengineering of clinical trial design. Individualized trial recruitment could be enabled through mobile devices possibly using social networks, rather than the historically slow and unpredictable dependence on multiple research centers. Informed consent, data capture, and participant communication could all be handled digitally via mobile or desktop platforms. The recently announced ResearchKit program by Apple is an excellent example of how mobile technology can potentially transform research. Adaptive study designs, from both a statistical and intervention standpoint, would not only allow for a more rapid assessment of a specific intervention but also assure that the results are meaningful and scalable the moment they are published. Trials need not be anchored to a specific technology or individual device but rather can be based on a new system of care built around what the technology allows. For example, a trial to establish the clinical benefit, patient acceptance, and economic impact of hypertension management using home monitoring and wireless two-way communication could be designed to allow for transitioning technologies as they become available-perhaps moving from a wireless cuff, to an intermittent cuffless blood pressure monitor, to a continuous, wearable blood pressure device. On the other hand, designing clinical trials to demonstrate the potentially transformative nature of mHealth requires that challenging questions be asked. Too often, studies of mHealth technology have been designed to answer the question "How can 'these technologies' fit into existing systems of care?" Instead, the more appropriate question is "How can systems of care be altered to best take advantage of 'these technologies'?" Attempting to fit disruptive technologies into existing systems has historically been shown to prevent anticipated gains. Similarly, the implementation of mHealth technologies only as adjuncts to existing systems of care likely will lead to results that fall well short of demonstrating their true impact. Naturally, designing trials around nonstandard systems of care adds a layer of substantial complexity, but doing so will be important if we are to provide the health care community with a roadmap for transforming patient care.
Financial obstacles
Beyond the scarcity of clinical evidence for benefits of mHealth use, there are multiple other considerations that will drive the uptake and use of mHealth technologies. In the United States in particular, current modes of financing health care are the single greatest barrier to mHealth implantation within legacy health care systems. A fee-forservice environment that rewards reactive, sickness-based care is essentially in direct conflict with the capabilities made possible through mHealth tools. For example, hypertension is currently the single most common primary diagnosis for an adult ambulatory care visit in the United States, accounting for nearly 40 million visits annually. If all hypertension management were transformed to home monitoring, a large majority of these 40 million visits would be unnecessary, saving the health care system substantial costs. In addition, patients would likely find remote monitoring much more convenient than having to interrupt their routine schedules for unneeded physician appointments. Most importantly, data suggest that patients whose care incorporates self-monitoring are much more likely to achieve adequate blood pressure control compared to those using the current systems of care (29) . However, within a fee-for-service reimbursement model, there is no financial incentive for practitioners to implement such a system, and with value-based care not foreseen to overtake fee-forservice until 2020, the financial environment for mHealth incorporation within existing U.S. health care systems will remain poor for years to come-all of which hamper implementation of disruptive health care solutions.
Privacy and security concerns
In order for the promise of mHealth to be fully realized, consumers, providers, and health care systems must be able to trust the reliability, privacy, and security of their data as well as the devices that collect and share it. Unfortunately, we have a long way to go to provide the needed reassurance. Although regulatory oversight is often considered to be an impediment to the rapid dissemination of innovative technologies, the existence of modern-day snake-oil scams mandates some level of oversight. A recent investigative report found that out of 1500 health apps studied, 1 of 5 claimed either to treat or to cure a wide range of medical problems by just using the light, sound, or vibrations of the phone (30) . Another example of the potential hazards of inadequate regulation of health care-related apps or devices is the availability of medical diagnostic tools with the disclaimer that they are meant to be for entertainment or recreational purposes only (31) . This multipurpose disclaimer allows developers to sidestep regulatory oversight or even provide any evidence on whether their app does what it purports to do. One example is a top-grossing app called Instant Blood Pressure, which promises users the ability to measure their blood pressure using just their smartphone (32) . Particularly concerning are the comments on the app Web site that suggest that people are using the device to make treatment decisions about their blood pressure.
Globally, there is a great deal of uncertainty around mHealth regulation; more than 150 countries have no regulatory framework, whereas the European Union and United States are actively refining theirs. In an attempt to facilitate rather than impede innovation, the U.S. Food and Drug Administration, in consultation with the Office of the National Coordinator and the Federal Communications Commission, has chosen to use a risk-based approach to regulatory oversight, focusing only on devices or apps that would pose a risk to patient safety if they did not function as intended (33) . mHealth users are also concerned about privacy and ownership of their health data. Most countries have privacy laws that protect patient data but with a great deal of variability. In the United States, the Health Insurance Portability and Accountability Act (HIPAA) governs the privacy and security of one's health information. However, that guidance does not extend outside the health care setting, making it possible for mHealth developers to share a substantial portion of user-generated data, often without the knowledge of the user. The U.S. Federal Trade Commission recently tested 12 mHealth and fitness apps and found that consumer data from these apps were being sent to 76 different third-party companies (34) . Some of the data shared include the phone's unique device identifier as well as the owner's running routes, dietary habits, and sleep patterns. A similar analysis of 43 fitness apps found that 40% were collecting what was classified as high-risk data-addresses, financial information, full name, health information, location, date of birth, or zip code-and more than 55% were sharing data with third-party analytical services that could potentially link those data with data from other apps (35). In the era of big data, it is critical that the terms of ownership of personal data, most especially medical data, be unambiguously stated-not buried in the universally unread and then accepted terms of use agreements-with users required to explicitly consent whenever their data are sold or transmitted to others. It is unlikely that this will occur without new laws and regulatory oversight.
One of the clear benefits of mHealth is easier accessibility to pertinent health care data, but this increased availability to both consumers and providers creates the potential for substantial security risks. Health data are already a favored target for cyber thieves, as the underground market will pay $20 for health insurance credentials compared to only $1 to $2 for credit card numbers (36) . With 4.5 million lost or stolen smartphones last year alone, it is not difficult to imagine the security disaster that would ensue if each of these phones stored sensitive personal health information or, much more concerning, could potentially serve as a portal into an electronic medical record system. Cloud storage, biometrics-based security, encrypted data transfer, and remote kill switches are some of the solutions that can and, less commonly, are being used to mitigate these risks.
Avoiding data overload A final but especially critical challenge to successful implementation of mHealth strategies is assuring the usability of the data, primarily for the consumer but also for providers. If not put in a usable context, the vast amounts of data potentially available to the consumer could easily overwhelm even the most active and knowledgeable health care consumers (just imagine all of the data mined from the wearable device shown in Fig. 2 ). Not every user will have the same needs, and the presentation of actionable information will need to be tailored to fit individual needs. In addition, simply providing more medical data to patients not only fails to guarantee improved outcomes but also could potentially lead to negative consequences (37) . Successful implementation requires an increase in our understanding of individual variability in comfort levels with different technologies and of how to individually encourage sustained use.
Activity trackers have had poor evidence of durable use, with a conservatively estimated one-third discontinuing use by 6 months after initiation (38) . A recent study of several tools to encourage medication adherence in older adults, a major area of focus of mHealth developers, found that the most common descriptors participants used to describe their experience with the devices were "frustrating" and "challenging" (39) . In another study of the usage of a dietary app to promote healthy eating, investigators found that fewer than 3% used the app for at least 1 week and fewer than 10% of these individuals made positive changes in their diet (40) . Users require consumer-friendly devices and apps that are self-reinforcing and enjoyable to use. These goals might be accomplished with the use of incentives, game mechanics, and social networks to promote managed competition among peers or family members.
As consumer demand for wearable sensors increases, health care providers will face the possibility of being inundated by a torrent of patient data. This tsunami will create a number of difficult challenges, including the potential requirement for 24/7 oversight, the need to summarize multiparameter, continuously collected data into a usable and clinically meaningful format, and liability challenges (41) . And this scenario assumes that providers will be willing to embrace patientgenerated data by putting as much trust in it as they put into data they collect. Critical to dealing with the usability of both patient and provider data will be the development of sophisticated data analytics tools and user-friendly platforms for data presentation.
PATIENTS AT THE CENTER
Within a surprisingly short period of time, the world has become intricately intertwined and completely reliant on mobile devices. Monthly digital mobile traffic now exceeds an exabyte (a quintillion bytes, or a billion gigabytes) and by 2016 is predicted to grow another 10-fold (42) . Yet, the mHealth ecosystem is still in its early formative stages, in terms of both technology development and incorporation into systems of care. Leveraging Moore's law with ever smaller and cheaper circuits, mHealth devices have the potential to decrease the cost of both clinical research and health care just as technology advancements have done in virtually all industries except health care (43) . Whereas mobile medical technology has considerable promise, without rigorous testing in clinical trials, mHealth runs the risk of following the same path as the use of robotics in surgery or megavitamins-therapies that are commonly used without any clear-cut supportive data.
It is mHealth's emphasis on the interests of the health care consumer that makes its incorporation into routine care so challenging and yet so potentially transformational. Empowering patients with accessibility to and ownership of their own medical data reverses the predominantly one-way dynamic of today's health care system. Instead, mHealth places the consumer at the center of their health care network. And beyond mere convenience, mHealth can help to redefine what is considered normal in the context of health parameters, from a population-based perspective of comparing one individual to thousands of others, to a time-based perspective comparing an individual to him-or herself before the presence of a disease sign or symptom.
